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LOCATION TRACKING, RFID 
& LIBRARIES

by Lee Tien

I.  The Setting

Imagine a world where you or your every possession – clothes, books, 
cash – could be precisely and invisibly tracked.  In this world, your 
purchases, movements, and activities could be monitored in real time 

or recorded for posterity by marketers or the government, all without your 
knowledge or consent.  

Now imagine a different world, a world where you control whether your 
movements and belongings are tracked, and can even “turn off” this silent 
surveillance permanently.  Which would you choose? 

This is the choice that location-tracking technology poses.  But if industry 
and government get their way, you wonʼt have much of a say in the 
matter.  

II.  The Concern

The Electronic Frontier Foundationʼs (EFF) concern about tracking and 
privacy spans several different technologies.  For example, we recently 
learned that the U.S. Justice Department – the same folks who brought us 
the USAPATRIOT Act – has for years been tracking cell-phones without a 
warrant based on probable cause.  A brave magistrate judge in the Eastern 
District of New York recognized that this practice was unlawful, and since 
then two other federal magistrates have agreed.

Law enforcement likes to use GPS “beepers” to track suspects  ̓ cars as 
well.  Federal law isnʼt very helpful here, but a recent court decision in 
Washington state recognized that tracking can reveal much about who we 
are, what we believe, and what we do:  our “travel to doctors  ̓ offices, 
banks, gambling casinos, tanning salons, places of worship, political party 
meetings, bars, grocery stores, exercise gyms, places where children are 
dropped off for school, play, or day care, the upper scale restaurant and 
the fast food restaurant, the strip club, the opera, the baseball game, the 
ʻwrong  ̓side of town, the family planning clinic, the labor rally.”  Because 
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such tracking “can provide a detailed picture of oneʼs life,” the Washington 
court said that the government needs a warrant based on probable cause.

And, of course, the spread of video-surveillance cameras in public will 
make it easier to “map” your movements as well; in Manhattan in 1998, 
volunteers counted 2,400 electronic eyes in public places, and that number 
has undoubtedly grown.

But of all these tracking technologies, RFID (radio-frequency identification) 
technology may be the most dangerous.  Touted as the new barcode, RFID 
technology uses tiny computer chips and antennas integrated into “tags” 
that hold data – at the very least, a unique ID number, and in some cases 
much more – and broadcast that data when triggered by an electronic 
scanner (RFID reader), thus enabling the automatic identification and 
tracking of tagged goods. RFID readers can be placed on or built into 
walls, shelves and doorways. RFID tags the size of a grain of rice can 
be near-invisibly embedded in the sweater youʼre wearing, the disposable 
razor youʼve bought, or the book youʼve just checked out of the library.  

EFF believes that people have the right to move about in everyday life without 
being secretly tracked – and without fearing that theyʼre being secretly 
tracked.  These technologies threaten that right by making secret tracking 
easier.  Equally problematic, these technologies are now being deployed 
in society with little public attention and with considerable government 
support, raising serious questions of legality and accountability.

III.  The Threat

The fundamental problem with RFID technology is simple:  RFID tags and 
RFID readers communicate using radio waves, and their signals are harder 
to secure than wires or cables.

Several additional factors make RFID tags especially threatening to 
privacy:

• theyʼre promiscuous:  generally designed to be activated, and 
their transmissions receivable, by any compatible reader/sensor 
device;

• theyʼre stealthy:  you donʼt know that the tags are being read, or 
by whom;

• theyʼre remotely readable, and can be read through many common 
substances (cloth, leather, paper). 
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Moreover, RFID reading devices arenʼt hard for engineers and hobbyists 
to build, and will be easier to build as RFID technology spreads. Nokia 
has a cell-phone that can read RFID tags. There are SD (secure digital) 
cards for Palm-compatible handhelds that can convert popular PDAs 
(personal/portable digital assistants) like the Treo into RFID readers. A 
German hacker used a PDA equipped with an RFID reader to read and 
write to RFID tags in a German grocery store.   Thatʼs why U.S. Senator 
Patrick Leahy called RFID tags “barcodes on steroids,” and warned that 
they herald an age of “micro-monitoring.”  (Leahy) 

In short, RFID tags are designed for convenience, but that convenience 
comes with a high cost to privacy.

So, what are the threats? My very boiled-down summary:

•  knowing who and where you are
•  knowing what you have and do
•  knowing what you think or believe

RFID tags pose several generic privacy threats:  the ID linkage or 
association threat; the inventory threat; and the tracking threat.  The ID 
linkage threat is pretty self-explanatory:  because RFID tags have a unique 
ID number, and are promiscuous, stealthy, and remotely readable, your 
personal identity can be linked to any RFID tag youʼre carrying.  It could 
happen when you use a credit card or otherwise identify yourself while 
carrying an RFID tag.

Or it might happen because youʼre carrying an RFID tag that contains 
personal information. The U.S. State Department will be embedding RFID 
tags into all U.S. passports, and these RFID tags would store and broadcast 
the same information that a person could read from the passport – your 
name, birthdate, photograph, and country of citizenship.

Under the REAL ID Act, your driverʼs license might be equipped the 
same way:  all of the information available from looking at it would also 
be available by reading the RFID chip, including oneʼs name, address, 
birthdate and photo.  Fortunately, the Department of Homeland Security 
isnʼt requiring RFID technology in driverʼs licenses – yet.

An obvious subcategory of the ID linkage threat is inventorying:  what 
do you have?  Many RFID vendors and retailers want to use unique ID 
numbers to identify individual goods, like a particular pair of jeans or the 
international standard book number (ISBN) of a book.  
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You might not care that someone can use an RFID reader to discover 
that you wear size 8 Leviʼs jeans.  But you might think differently if he 
could discover that youʼre carrying contraceptives, a pregnancy test kit, or 
various medications.  

Some people also wouldnʼt want the government to know what books 
they read.  Books or other “information goods” are considered especially 
sensitive in our culture, for free speech as well as privacy concerns.  
Imagine if during the McCarthy era, anyone could know that you were 
carrying a copy of the Communist Manifesto. 

The RFID industry is well aware of this issue.  Indeed, one RFID industry 
paper noted:  

It is conceivable that there is information that one would not want 
to disclose, such as the type of medication, clothes and under 
garments, expensive items, bills, and books which reflect the 
preference and thought of their owners.  (Ishikawa et al.)

The problem here isnʼt merely that someone knows what you have – itʼs 
that knowing what you have can be the basis for inferences about who 
you are and what you believe, whether itʼs your medical status, lifestyle 
choices, politics, or religion, and these inferences can cause others to treat 
you differently.  Note here that itʼs unnecessary for anyone to actually know 
who you are.  The mere fact that you are carrying a book about Osama Bin 
Laden might make you a “person of interest.”  

I think librarians are very aware that RFID tags should not blab the bookʼs 
title.  This will be an issue, though. Will the book industry add ISBNs to 
RFIDs in the future?  Will there be consortium barcoding with standardized 
IDs?  One publisher in the Netherlands, NBD/Biblion, is already tagging 
its books.

Moreover, even without an ISBN, tags used by libraries with the Innovative 
bibliographic database have well-known, geographically unique prefixes 
that reveal something about the library of origin, and some vendors might 
place library IDs into tags to prevent tags from one library from triggering 
detection sensors at another.  In general itʼs dangerous to assume that each 
library is an island.

Even if RFID tags contain nothing more than a unique ID number, they 
pose a tracking threat – the threat that others can pinpoint where you are at 
a particular time or track your movements by reading your unique RFID 
numbers.  
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Finally, a special problem for libraries is what library RFID expert David 
Molnar calls the “hotlist” threat, where some library material is deemed 
“of interest” and the authorities try to find out who was reading that 
material. Weʼve been assuming that the tag ID is secret, or at least obscure.  
But is it?  Remember the FBIʼs Library Awareness Project?  The FBI was 
interested in who was reading particular books.  Today weʼre concerned 
about USAPATRIOT Act Section 215 as well as National Security Letters 
and their use in libraries.  It would be a trivial task for an adversary to 
compile a “hotlist” in advance of “suspicious” books – anarchist literature, 
the Koran, etc. – visit the library to read the tag ID of those books, and 
make a database.  Once they see the tag ID, they would know the book and 
the library it came from.  Obviously, this takes manpower, but if the IDs 
arenʼt changed after each circulation the information will be useful — and 
the FBI is well known for mobilizing whatever manpower and money it 
takes for surveillance.  

Both hotlisting and tracking can be defeated if you write a random ID 
on every checkout.  Your database can remember the mapping of the true 
barcode to the random ID.  Unfortunately, we at EFF donʼt know anyone 
who does this.  Worse yet, this only works if the library controls all of the 
tag data and ID numbers.  Molnar showed that some RFID tags have a 
static ID burned into it by the manufacturer. There is nothing that you can 
do about it.  Molnar has also talked about how tags at a low level might 
use static collision avoidance IDs.  Here again, this is something the library 
canʼt change.

RFID proponents usually try to minimize these threats with three 
arguments.  First, they argue that the read-range of RFIDs is too short to 
be useful.  The simple response is that we pass through doorways all the 
time, and RFID sensors can be built into them.  If RFID reader gates work 
at libraries, theyʼll work elsewhere.  A read-range of one or two feet is 
enough.  For instance, Molnar and Wagner note that library RFID vendors 
“claim that their readers can interact with tags from a distance of 2 feet 
(for large sensors at library exits), and hand-held readers might work for 
up to 8 inches away from the tag.”  (Boss; see also data sheets from vendor 
Checkpoint Systems)

Second, proponents argue that no one is interested in who you are, what 
you have, or where you go, but marketers and insurance companies and 
employers are acutely interested in the details of our lives.  Thatʼs why 
companies like Choicepoint have enormous databases on 95 percent or 
more of American households, and why data-mining was a prime focus of 
Admiral John Poindexterʼs “Terrorism Awareness Program.”  
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Third, they argue that the data on a library RFID tag is meaningless without 
access to the libraryʼs internal databases, but databases are often insecure.  
Countless news stories report that insiders with authorized access misused 
information.  Moreover, threats like hotlisting donʼt require access to 
internal databases.  The problem will only get worse if book publishers 
embed RFID tags into books before they ever get to the library.

IV.  Pervasiveness

The degree to which RFID tags threaten privacy depends to some extent on 
how pervasive or ubiquitous RFID technology becomes.  Because RFID 
technology is only now taking off, itʼs arguable that there is a very small 
risk that a network of RFID readers could track any given person.  Thus, 
RFID proponents often complain that privacy advocates are using scare 
tactics and making up a threat that doesnʼt really exist.  Libraries that use 
RFID seem to take comfort in this.  

The problem is that RFID is proliferating today, from the ground up as well 
as from the top down.  Iʼve already mentioned federal government plans 
to embed RFID tags into passports and other ID documents.  A growing 
number of mass-transit agencies are using RFID tags at toll bridges and 
roads and in bus and subway cards.  In January 2005, parents in a small 
school district in California complained loudly about their childrenʼs being 
forced to wear RFID tags – what Scientific American editors later called 
“human inventory control.”  

EFF believes that the proliferation of RFID technology will lead to more 
RFID readers in the social environment. Big money wants to sell RFID 
chips and the computers and databases to manage information about us, 
what we do, what we buy.  Governments want that data too. The lesson 
here is that the threat is not from government or business – itʼs from 
government and business working together.

EFF sees insecure RFID tags as privacy pollution.  Weʼre familiar in the 
environmental context with the “tragedy of the commons.”  It might make  
financial sense for a company to pollute rather than scrub its emissions or  
stop dumping toxic waste into rivers, but that choice pollutes  everyone s̓ air 
and water, and results in unacceptable costs to society and the environment.
Whatʼs profitable for one company isnʼt necessarily good for society.

The same is true for RFID tags in our social environment. It might benefit 
the companies that use RFIDs for inventory control or other purposes, but 
it is highly likely to create privacy problems for everyone else.  Libraries 
might believe that RFID technology will create cost savings for them (a 
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choice which might stem from budget and staffing cuts), but what about 
the privacy risks then imposed on library patrons? Do we really want to 
live in a society where both private businesses and public entities are 
embedding RFIDs and building RFID readers wherever they can because 
tracking things and people is efficient?  I donʼt think so.  Why wait until itʼs 
too late, when RFIDs and RFID sensors are everywhere?

V.  Accountability

The last issue I want to describe concerns public process.  What kind of 
public process should be required before the government implants RFIDs 
in the things that we must use?

The Government Accounting Office (GAO) recently noted a lack of 
privacy discussion in federal RFID decision-making.  Iʼve seen this in 
many settings, from little school districts to city libraries to the State 
Department.  Thereʼs an amazing lack of public deliberation about 
whether RFID should be used, and how it should be designed if it is to be 
used.  There is relatively little advance public input into these decisions, 
and when complaints are later aired, government entities are reluctant to 
provide reasoned justifications or even basic facts about their decisions.  
They act offended that anyone would question them.  Itʼs as if deciding to 
use RFID were no more significant than deciding to buy new chairs.  Given 
the privacy issues, thatʼs irresponsible.  From a lawyerʼs perspective, this 
is an issue of the burden of proof.  We think the burden should be on 
the government.  Senator Simitian, the author of the California RFID bill, 
frames the issue as “whether California should force its residents to carry 
tracking devices at all times.”  

Agency accountability to the public is especially important given that RFID 
technology is relatively new in the public sector and is sufficiently “high-
tech” that many people donʼt really understand its details.  Iʼm afraid that 
the RFID industry has strong ex parte channels into government decisions, 
with no privacy advocates or even neutral security researchers involved.  
Iʼm also concerned that itʼs very hard to get access to government testing 
of RFID implementations or proposed implementations. 

VI.  Librarianship s̓ Responsibility

Since September 11, librarians have been strong and influential advocates 
of civil liberties in opposing many provisions of the USAPATRIOT Act 
and in fighting national security letters.  But libraries have been less vocal 
in addressing the civil liberties issues surrounding RFID technology, partly 
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because they believe that it serves their interests.  Unfortunately, library 
use of insecure RFID tags will likely legitimize RFID use in society; how 
bad can they be if your friendly neighborhood library is using them?

Todayʼs RFID tags donʼt do a good job of protecting privacy.  EFF believes 
that libraries will promote socially responsible use of technology by 
refusing to use RFID tags unless they are made secure against unauthorized 
access.  
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